Risk management consist of context identification, risk identification,

risk analysis, risk evaluation, risk acceptance, and risk treatment.

Further, a risk management process involves various stakeholders and poses

challenges both to communication among stakeholders and to make efficient

use of available information sources. In this presentation we will focus

on the risk analysis part of the risk management process and discuss the

use of disparate information sources for consequence and frequency

estimation. The goal is to provide quantitative estimation of risk, such

as loss related to consequence of risk (e.g. economic loss), number of

occurrence per time unit, probability of occurrence and other quantitative

consequence and frequency values. However, since available information

sources are both qualitative, quantitative, empirical data, and subjective

expert judgments this pose challenges on being able to transfer or combine

various type of information.

Bayesian Belief Nets (BBN) has been used to solve similar problems in

other domains. We try to make use of the experience gained in these

domains and adapt the technique to quantification of security risks. The

BBN for quantification of security risks are based on the Australian

standard for risk management, AS/NZS 4360, and TickIT, a guideline that

support the ISO 9000 series, which deals with quality of products and

processes. TickIT focus on software development.

Question: Are there necessary to base the BBN on standards or should one

apply .best practise. or other information sources?

